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Chapter 1 Introduction

This document will detail the Exaquantum issue where Exaquantum/Web Trend/Mimic/XY
Plot button icons are missing. The document will include detail on what causes the issue
and how to resolve it.

1.1 Audience

This guide is intended for system integrators and administrators.
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Chapter 2 Issue

2.1 Issue Description

The issue is seen when accessing the Exaquantum/Web website and displaying a trend,
mimic or XY plot. The selection buttons across the top of the page, plus the timeframe
buttons, as well as some of the pen buttons, do not appear as expected, and are either blank
or have unexpected symbols.

On a web trend, the buttons appear as:

Selection:
Pen:
Timeframe:

Mow Live

On an XY plot, the buttons appear as:

Selection:

Save -
Pen:
Timeframe:

Mow

2.2 Root Cause

Exaguantum/Web uses an embedded open type (.eot) font file that is by default untrusted.
Typical security deployments will allow an untrusted font file to be utilized by a client.
Therefore, for the overwhelming majority of users, an untrusted font file is not an issue.

However, there are a number of methods where the font file can be blocked by the security
configuration at a customer site. These are detailed in the resolution options.
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Chapter 3 Issue Resolution

3.1 Resolution Options
3.1.1 Web Client Browser

Font downloads can be blocked in a client web browser. This example is in Internet

Explorer:

Security Settings - Local Intranet Zone

Settings

,3'3 Downloads
,3'3 File download
®
(") Enable
3'3 Font download
() Disable
(® Enable
O Prompt
.9'3 Enable \MET Framework setup
(") Disable
(® Enable
|| Miscellaneous
|| Access data sources across domains
() Disable
() Enable

(@ Dramet
£

*Takes effect after you've restarted your computer

Reset custom settings

Resetto!  Mediumdow (default)

S

Reset...

Cancel

The security settings can be found via Internet Options > Security tab > Custom level...
3.1.2 Client Windows Registry

The following registry key configured as thus will also block untrusted font downloads:

HKLM:\SYSTEM\CurrentControlSet\Contro\Session Manager\Kernel\MitigationOptions

kernel

RNG
KnownDLLs
Memory Management
MamespaceSeparation
Power
Cuota System
SubSystems
WPA

Computer\HKEY_LOCAL_MACHINE\SYSTEM CurrentControlSet\Control\Session Managerikernel

A

MName Type

ab] (Default) REG_S7
ﬁ'ﬂDchatchdugPrUflleOf‘Fset REG_DWORD
34 MitigationOptions REG_QWORD
‘.’.'-ﬂ oheaseinsensitive REG_DWORD
aﬂObUnsecureG\Dba\Names REG_MULTI_SZ
34 SeTokenSingletonAttributesConfig REG_DWORD

Data

(value not set)

Dx 00002710 (10000)

0% 1000000000000 (2814748767 10656)

0x 00000001 (1)

netfxcustomperfcounters, 1.0 SharedPerfIPCBlock ...
0x 00000003 (3)

KB-1073-22 Exaquantum/Web Button Icons Missing Exaquantum/PIMS R2.80 and above

Issue 2.0 3rd November 2023



Exaquantum/Web Button Icons Missing Knowledge Base Article

3.1.3 Group Policy Enforcement

The MitigationOptions setting can also be enforced by Group Policy at the following location:
Computer Configuration\Administrative Templates\System\Mitigation Options\Untrusted Font Blocking

Further detail can be found at the following Microsoft resource:
https://learn.microsoft.com/en-us/windows/security/threat-protection/block-untrusted-fonts-

in-enterprise#turn-on-and-use-the-blocking-untrusted-fonts-feature

3.1.4 1IS Request Filtering

If the issue is present on the Exaquantum server itself, it is possible that 1IS has been
configured to block unlisted file name extensions. This can be checked by opening IS
Manager on the Exaquantum Server and editing the feature settings:

‘\3 Internet Information Services (I15) Manager
e - € b W2KIGRITD »

File  View Help

Connections

- &

- Start Page
~ -85 W2K16R310 (W2K16R310VAdministrator)
(2} Application Pools
w -[@] Sites
& Default Weh Site
4 Exaguantum

@ waK16R310 Home

Filter: ~ W Go - g Show All | Gr
ASP.NET
| © ¢
.NET {NET .NET Error {NET
Authorizat.. Compilation Pages Globalization
e @
Pages and Providers  Session State SMTP E-mail
Controls
15
@ n% =N &
£ & =B 9
ASP Authentic... Autherizat.. Compression
Rules
= =y gl
<.Ei1 CES rg.f
Handler HTTP HTT IP Address
Mappings Redirect Respon. and Doma... O
o -
i =)
éﬁn e R
Modules Output Request Server
Caching Filtering Certificates
Management
B g & =
¥ —
¢4] =" =
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— [m] Ee
EYCE
@) Request Filteri
equest Fliterin
ﬂ q 9 (D File name extensions that
. . 3 appear in the list and have
Use this feature to configure filtering rules. Allowed set to False are
o blocked. No other file name
[ File Name Extensions = Rules ™9 Hidden Segments =& URL # HTTPVerbs ©| Headers (3 (*|* e etk |
File Bxtension Allowed Edit Request Filtering Settings ? X - Acti
.ad False )
.adprototype False Gepg Allow File Name Extensicon...
s False Deny File Name Extension...
* Allow unlisted file name extensions .
Lasax False dit Feature Settinge. s
ascx False Allow GRHETee FerD @
= False Allow high-bit characters
«cd Falce
compiled Falee [] Allow double escaping
.config False
= False Request Limits
-csproj False Maximum allowed content length (Bytes):
.cs5 True ‘30000000 |
o5V True
dd False Maximum URL length (Bytes):
.dsdgm False ‘4095 |
.dsprototype False
=0 False Maximum guery string (Bytes):
.exclude False |204& ‘
.gif True
«html True
\ico True
Jjava False
= True ok | Cenca
s True v

=)

3.1.5 Client Authentication Impersonation
On the Exaquantum Server, check the Local Security Policy under:
Local Policies > User Rights Assignment > Impersonate a client after authentication

Local Security Setting | Explain

Impersonate a client after authertication

Administrators
II5_IUSRS

LOCAL SERVICE
NETWORK SERVICE
QUserGroup
SERVICE

| | Remove

Ensure the read group for Exaquantum is listed under Properties.
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3.1.6 Internet Options

On the affected client, ensure the Exaquantum Server is added to the Trusted sites in
Internet Explorer. The Trusted sites list can be accessed via:

Internet Options > Security tab > Trusted sites > Sites
Ensure both: http://localhost, http://hostname
Are added to the Trusted sites list.

Trusted sites -

You can add and remove websites from this zone. All websites in
2" 4 this zone will use the zone's security settings.

Add this website to the zone:

| http://hostname | | Add |
Websites:
http: fflocalhost ~ Remove

http: f/msdn. microsoft.com
http: fjoca.microsoft.com
http: fjrunonce.msn.com

[P SRR Y - S,

w

[ require server verification (https:) for al sites in this zone

Close
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Chapter 4 Further Reading

For further information please visit the Yokogawa Marex support website or contact YMX at
the support.ymx@yokogawa.com email address.
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Copyright and Trademark Notices

© 2022 Yokogawa Electric Corporation
All Rights Reserved

The copyright of the programs and online manuals contained in the software medium of the
Software Product shall remain with YOKOGAWA.

You are allowed to print the required pages of the online manuals for the purposes of using
or operating the Product; however, reprinting or reproducing the entire document is strictly
prohibited by the Copyright Law.

Except as stated above, no part of the online manuals may be reproduced, transferred, sold,
or distributed to a third party in any manner (either in electronic or written form including,
without limitation, in the forms of paper documents, electronic media, and transmission via
the network).

Nor it may be registered or recorded in the media such as films without permission.

Trademark Acknowledgements

= CENTUM, ProSafe, Exaquantum, Vnet/IP, PRM, Exaopc, Exaplog, Exapilot,
Exasmoc and Exarge are registered trademarks of Yokogawa Electric Corporation.

= Microsoft, Windows, Windows Server, SQL Server, Excel, Internet Explorer,
SharePoint, ActiveX, Visual Basic, Visual C++, and Visual Studio are either
registered trademarks or trademarks of Microsoft Corporation in the United States
and other countries.

= Adobe and Acrobat are registered trademarks of Adobe Systems Incorporated and
registered within particular jurisdictions.

= Ethernetis a registered trademark of XEROX Corporation.

= All other company and product names mentioned in this manual are trademarks or
registered trademarks of their respective companies.

= We do not use TM or ® mark to indicate those trademarks or registered trademarks
in this manual.

= We do not use logos in this manual.
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Highlights

The Highlights section gives details of the changes made since the previous issue of this

document.

= Summary of Changes

This is Issue 2.0 of the document related to Product Library version 2.0.

= Detail of Changes

The changes are as follows:

Chapter/Section/Page

Change

Front page

Review Date updated

Page 8

Email address updated
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